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The ComplianceNow Suite (CNSuite) WAMP bundle
The CNSuite WAMP bundle is available for 64 bit windows.

Software needed:
1. CNSuite WAMP bundle for PHP 7.3
e Can be downloaded from http://www.compliancenow.eu/en/software-download
2. CNSuite PHP application for PHP 7.3
e Can be downloaded from http://www.compliancenow.eu/en/software-download
3. A CNSuite license file
e Contact ComplianceNow support if you have not received this.



https://www.php.net/
https://httpd.apache.org/docs/2.4/howto/auth.html

Installation & Configuration

Install the CNSuite bundle

All the software used for the CNSuite application server is placed in a single folder which needs to be
unzipped manually. Keeping all the software in a common folder makes it easier to maintain in the long
run. The bundle assumes a D: drive is available. If you want to place the software in another folder than the
D: drive, you will have to maintain the references to the software in all the configuration files. This will be
explained later in this guide.

For performance reasons it might be beneficial to install the MySQL database in another drive. In that case
make sure that the references to the database are changed in the configuration file.

Unzipping the Bundle in the D: drive will create the following folder structure. The folder “ComplianceNow”
contains the entire server software structure and the folder “Resources” contains additional software and
documentation.

v o CNData (D)

v ComplianceNow
Apache24
CNSuite

v Config
Certificates
DB
v Logs
Apache-logs
BG-logs
DB-logs
PHP-logs
Reports
MSJava
MysSQL
PHP

Resources




Visual C++ Redistributable for Visual Studio 2015-2019 installation
The Visual C++ Redistributable Packages install runtime components that are required to run C++
applications built with Visual Studio 2017.

The Visual C++ Redistributable application for x64 is available in the WAMP bundle and placed in
“D:\Resources”

Important: Only the x64 version must be installed

ﬁl Microsoft Visual C++ 2015-2019 Redistributable (x64) - 1.  — X

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.28.29910

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL C++ 2019 RUNTIME

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. They apply to the

enfhriara namad ahnva Tha tarme alen annhe tn anv Mirrnenft canvirac ar

ﬁ] Microsoft Visual C++ 2015-2019 Redistributable (x64) - 1.. - s

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.28.29910

Setup Successful

[/ 1 agree to the license terms and conditions

Close




Configuration files

All configuration files delivered with the WAMP bundle are placed in the folder “\ComplianceNow\Config\”.
All the files have been maintained to ensure the bundle can run out of the box as long as the bundle is
placed on a D-drive. These settings can be changed to accommodate your environment and policies.

“w.n

All files are modified and commented using the following syntax, depending on whether “#” or “;” are used
to denote a comment in the configuration file. It is important to go through the configuration files and
change the parameters to suit the needs of your organization and security policies.

All configuration files are documented within the files.

# ComplianceNow-Begin
Parameter = value to be changed
# ComplianceNow-End

; ComplianceNow-Begin
Parameter = value to be changed
; ComplianceNow-End

Configuration files for Apache

The configuration files are based on default files delivered by the Apache foundation and modified to suit
the needs of the ComplianceNow applications. The main configuration file is
“\ComplianceNow\Config\httpd.conf”.

Make sure the paths are correct
# ComplianceNow-Begin
# Path definitions - Reference by "${VARIABLE_NAME}"
Define SRVROOT "D:/ComplianceNow/Apache24"
Define DOCROOT "D:/ComplianceNow/CNSuite"
Define CFGROOT "D:/ComplianceNow/Config"
Define LOGROOT "D:/ComplianceNow/Logs"
# ComplianceNow-End

Path to the apm.ini file which is used to configure the ComplianceNow applications
# ComplianceNow-Begin
# This is configuration to the environment variable for the apm.ini file
SetEnv PHP_APM_INI_PATH D:\ComplianceNow\Config
# ComplianceNow-End

# ComplianceNow-Begin

# This 1is configuration to enable Apache to use PHP 7
AddHandler application/x-httpd-php .php

AddType application/x-httpd-php .php .html
LoadModule php7 _module "D:/ComplianceNow/PHP/php7apache2 4.dLL"
PHPIniDir "D:/ComplianceNow/Config"

# ComplianceNow-End

# ComplianceNow-Begin
# If the server 1is Llistening for HTTP traffic on port 80.
Listen 80



# If the server should accept HTTPS traffic the HTTPS configuration file "httpd-
ssl.conf" must be included and configured.

# The 1include command is listed towards the end of this file

# ComplianceNow-End

ServerAdmin
ServerName

There can be other parameters that must be maintained, so review the configuration file and change the
parameters to suit your needs.

Configuration file for PHP
The configuration file is here “D:\ComplianceNow\config\php.ini”. The most important settings are
encapsulated by comments like:

; ComplianceNow -begin
Parameter = value to be changed
; ComplianceNow -end

If the SMTP server requires SSL or TLS, enable the parameter “extension=php_openssl.dll”
There can be other parameters that must be maintained, so review the configuration file and change the
parameters to suit your needs.

Configuration file for APM
The configuration file is here “D:\ComplianceNow\config\apm.ini”.

If SMTP is used for sending mails the resources.smtp.* parameters need to be enabled and configured.

Configuration file for MySQL
The configuration file is here “D:\ComplianceNow\config\my.ini”. The most important settings are
encapsulated by comments like:

# ComplianceNow -begin
Parameter = value to be changed
# ComplianceNow -end

There can be other parameters that must be maintained, so review the configuration file and change the
parameters to suit your needs.



Install the CNSuite application files
Download the ComplianceNow application file for PHP 7.3 “cns-<version>-<build>-php73.zip” from the
ComplianceNow website.

PHP application files - version 5.2.5
REQUIREMENT: Please make sure that the extensions mbstring, curl and GD2 are enabled in the php.ini configuration file
NOTICE: If you upgrade to a version equal to 5.1.3 or higher ill need a new license file

® Web application 5.2.5 for PHP 7.3 - Build 10000

The application for PHP 5.6 is only available in version 5.2.4 Build 8939 - Contact us if you want to upgrade your PHP 5.6 application server

to a PHP 7.3 application server.

The zip file contains a folder named as the CNSuite version e.g. “5.2.8". Extract the contents of this folder
into the folder D:\ComplianceNow\CNSuite\ so the result will look similar to this:

« v 1 > This PC » ComplianceNow (D:) » ComplianceNow > CNSuite
» Documents ~ MName Date modified Type Size
> ¥ Downloads APM 11/14/2019 305 PM  File folder
> b Music auth 11/14/2019 3:05 PM  File Tolder
> = Pictures classes 11/14/2019 3.05 PM  File folder
> E Videos client 11/14/2019 3:.05 PM  File folder
» . Local Disk (C) conversion 11/14/2019 3:.05 PM  File folder
v .. ComplianceNow (D:) dojotk 11/14/2019 3:.05 PM  File folder
- ComplianceNow Excel 11/14/2019 3.06 PM  File folder
images 11/14/2019 3.06 PM  File folder
> Apache24
lib 11/14/2019 3:.06 PM  File folder
> CNSuite )
PHPExcel 11/14/2019 3.06 PM  File folder
>+ Config PRM 11/14/2019 3:06 PM  File Tolder
> Logs service 11/14/20119 3:06 PM  File folder
> MySQL te_restrict 11/14/2019 3:06 PM  File folder
> PHP util 11/14/2019 3:.06 PM  File folder
ComplianceNow-Software watchdog 11/14/2019 3:06 PM  File folder
Configuration Zend 11/14/2019 3.07 PM  File folder
5 Deploy D analysis_data.php 11/3/2019 412 AM  PHP File 10 KB
=] apm.css 11/3/2019 412 AM  Cascading Style Sh... 11 KB
0 appli_page.php 11/3/2019 412 AM  PHP File 3 KB
> b Network D auth_data_report.php 11/3/2019 412 AM  PHP File 57 KB
i D cli_bkgrnd_exec.php 11/3/2019 412 AM  PHP File 13 KB
163 items




CNSuite license file
Place the delivered license file in the directory “D:\ComplianceNow\”.

The file must be renamed to “CNLicense.lic”

v e ComplianceNow (D)
w ComplianceNow

y Apachel2d

> | CNSuite "
Config
Logs
MySQOL

y PHP

ComplianceMow-Software
Configuration

Deploy



Install Apache service

Install Apache as a service. Open a command window in the folder “D:\ComplianceNow\Apache24\bin\”
and execute the following command. The name of the service is indicated after the parameter -n. In this
case the service is named "CNow-Apache2.4". The parameter -f points to the configuration file used by
Apache.

httpd.exe -k install

-n "CNow-Apache2.4" -f "D:\ComplianceNow\Config\httpd.conf"

Administrator: Command Prompt

\bin>httpd.exe -k install -n

CN-Apache2. 4" -f "D:\ComplianceNo

onfigh\httpd.conf"

Start the Apache service in the Computer Management Console. This will be the same name as specified

when creating the service.

A
==

File Action

L EEEER I R

View Help

Computer Management

& it [ senies

[; f Task Scheduler Apache2.4 MName - Description Status Startup Type Log On As
b El Event Viewer ) . o Adobe Acrobat Update 5erv... Adobe Acro.. Running Automatc Local Syste...
b &) Shared Folders Start the service j ApachEZ. Apache/24.... Automatic Local Syste...
b @ Local Users and Groups % - App Readiness Gets apps re... Manual Local Syste...
b ,Z‘.,.fé] Performance Description: - Application Experience Processes a..  Running  Manual (Trig... Local Syste..
-f_:'n Device Manager Apache/2.4.23 (Wingd) - Application |dentity Determines ... Manual (Trig... Local Service
4 22 Storage < Application Information Facilitates t... Manual (Trig... Local Syste...
b ‘(g/. Windows Server Backug Application Layer Gateway ... Provides su... Manual Local Service
=% Disk Management - Application Management Processes in... Manual Local Syste...
Fl _: Services and Applications Appx Deployment Service (.. Provides inf... Manual Local Syste..
[» @ Routing and Remote Ac < AWS Lite Guest Agent AWS Lite G..  Running  Automatic Local Syste...
. Services Background Intelligent Tran... Transfersfil.. Running Automatic (D.. Local Syste...
'Efﬁ WM Control <. Background Tasks Infrastru.. Windowsin.. Running Automatic Local Syste...
Base Filtering Engine The Base Fil... Running  Automatic Local Service




Uninstall Apache service
If you want to uninstall the service at a later time, open a command window in the folder

“D:\ComplianceNow\Apache24\bin\” and execute the following command. In this example the service is
named “CN-Apache2.4”.

httpd.exe -k uninstall -n "CNow-Apache2.4"

Administrator: Command Prompt — O K

D:\Compliance \Apache24\bin>httpd.exe -k uninstall -n "CN-Apache2.4"
Removing the 'CN-Apache?.4' service
The "CN-Apache2.4' service has been removed successfully.

D:\ComplianceNow\Apache24\bin>_




Create Apache user

Whenever a system or user tries to connect to the Apache server, it is possible to ensure various forms of
authentication. The WAMP bundle is preconfigured to utilize a basic form of authentication and
authorization. More advanced forms are available:

https://httpd.apache.org/docs/2.4/howto/auth.html

All files used for this activity are placed in the folder “D:\ComplianceNow\Config”. If the path to the
ComplianceNow config folder differs from “D:\ComplianceNow\Config”, then you must execute the
command from that specific folder.

Determine username to be used for connecting to the Apache server and add it to the file “groups.conf”
after the “CNSUITE:”.

_| groups.conf - Notepad

File Edit Format View Help
CNSUITE: apm

In a command prompt execute the command “add_pw <USER NAME>. The script will prompt for a
password which must be entered twice.

Administrator: Command Prompt

D:\ComplianceNow\Config>add_pw apm

D:\ComplianceNow\Config>"D:\ComplianceNow\Apache24\bin\htpasswd.exe" passwords.conf apm
New passwor‘d: kkkkkkkkEk

Re-type new passwor‘d: ook e o e ok ok sk ok ok

Adding password for user apm

D:\ComplianceNow\Config>g

The password will be stored in the file “passwords.conf”.


https://dev.mysql.com/doc/refman/8.0/en/data-directory-initialization.html

Database installation

There are different options for the use of databases. The first option is to use the database delivered in the
WAMP bundle as is. The included MySQL database is a community edition. It comes with a configuration
file ready for use.

The other option is to download a MySQL version with an installer that suits your needs. Either the MySQL
Community Server 8.0.x for your operating system of choice or perhaps use the MySQL Enterprise Edition
with advanced features.

It must be either MySQL version 8.0.x or a compatible version.

https://dev.mysql.com/downloads/mysal/

Initialize MySQL database
Open a command prompt in the folder “D:\ComplianceNow\MySQL\bin” and execute the following
command.

mysqld --defaults-file=D:\ComplianceNow\Config\my.ini --initialize --console

Administrator: Command Prompt - [m] x

D:\ComplianceNow\MySQL\bin>mysqld --defaults-file=D:\ComplianceNow\Config\my.ini --initialize --console

2019-11-14T16:05:30.290758Z © [Warning] [MY-810915] [Server] 'NO_ZERO_DATE', 'NO_ZERO_IN_DATE' and 'ERROR_FOR_DIVISION_BY_ZERO'
sql modes should be used with strict mode. They will be merged with strict mode in a future release.

2619-11-14T16:85:36.295012Z @ [System] [MY-©13169] [Server] D:\ComplianceNow\MySQL\bin\mysqld.exe (mysqld 8.6.18) initializing

of server in progress as process 4504
2019-11-14T16:85:44.368382Z 5 [Note] [MY-©18454] [Server] A temporary password is generated for root@localhost:| jImyl%Z1G8h+

D:\ComplianceNow\MySQL\bin>g

The process will generate a temporary password for the user root. The first time the user root logs on you
will be prompted to change the password.

For more details on the initialization process:

https://dev.mysqgl.com/doc/refman/8.0/en/data-directory-initialization.html



http://www.compliancenow.eu/en/software-download
https://dev.mysql.com/doc/refman/8.0/en/mysqldump.html

Install MySQL service

Install MySQL as a service. Open a command prompt in the folder “D:\ComplianceNow\MySQL\bin” and
execute the following command. In this example we name the service “CNow-MySQL8.0”, but you can
name the service what you want.

mysqld --install CNow-MySQL8.0 --defaults-file=D:\ComplianceNow\Config\my.ini

Administrator: Command Prompt — O =
D:\ComplianceNow\MySQL\bin>mysqld --install CN-MySQL8.8 --defaults-file=D:\ComplianceNow\Config\my.ini
Service successfully installed.

D:\ComplianceNow\MySQL\bin>g

Start the service MySQL in the Computer Management Console

A Computer Management
File Action View Help
e 2@ Ec= HE »nn o
A& Computer Management (Local | <1 T
o mé
4 1 ..S%r.sii?kaSoorjsd | MysSQL MName - Description Status Startup Type Log On As ~
= ] 3 MySQL Automatic Local Syste...
i Event Viewer -
E Shared Folders H Start the service i Met.Tcp Port Sharing Service  Provides abi.., Disabled Local Service
i
b !; Local Users and Groups i Netlogon Maintains a ... Manual Local Syste...
b =) Performance “: Network Access Protection ... The Networ... Manual MNetwork 5...
J::'n Device Manager i Network Connections Manages o...  Running  Manual Local Syste...
4 23 Storage “: Network Connectivity Assis... Provides Dir... Manual (Trig... Local Syste...
b & Windows Server Backug o Metwork List Service Identifies th.. Running  Manual Local Service
i=% Disk Management o Metwork Location Awareness  Collects an...  Running  Automatic Metwork 5...
4 Ty Services and Applications . Network Store Interface Ser... This service... Running  Automatic Local Service
[ @ Routing and Remote Ag o Optimize drives Helps the c... Manual Local Syste...
. Services o Performance Counter DLL ... Enables rem... Manual Local Service
i WMI Control . Performance Logs 8t Alerts  Performanc... Manual Local Service




Uninstall MySQL service
If you want to uninstall the service at a later time, open a command window in the folder
“D:\ComplianceNow\MySQL\bin” and execute the following command to stop the service:

NET STOP CNow-MySQL8.0

= Administrator; C\Windows\system32\cmd.exe

he MySQL service is stopping.

he MySQL service wasz stopped successfully.

Then execute the following command to remove the service, where “CN-MySQL8.0” is the name of the
specific service:

mysqld -remove CNow-MySQL8.0

Administrator: Command Prompt — O X

D:\ComplianceNow\MySQL\bin>mysgld -remove CN-MySQL8.8©
Service successfully removed.

D:\ComplianceNow\MySQL\bin>g




Create the ComplianceNow database schema
Log on to the database. Open a command prompt in the folder “D:\ComplianceNow\MySQL\bin” and
execute the following command.

mysql --host=localhost --user=root -p

= Administrator; CA\Windows\system32\cmd.exe - mysgl --host=localhost --user... I;li__

D :~CCS~MySQLsbin*mysgl ——host=localhost ——user=root
Jelcome to the MySQL monitor. Commands end with ;5 or “g.
our MySQL connection id is 1

ferver version: 5.6.32 MySQL Community Server (GPLD)

opyright <c)> 2808, 2816. Oracle andsor its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation andsor its

ffiliates. Other namez may he trademarks of their respective

DUNEPS .

ype ‘help;’' or *'~h' for help. Type *“~c’ to clear the current input statement.

yagly

Change password of root user first, replacing <password> with the chosen password.

ALTER USER 'root'@'localhost' IDENTIFIED BY 'new_password';
Choose a username and password for use by the web application when connecting to the database. This
should not be the MySQL root user. The username and password must be entered in the apm.ini file

described in the Configuration File section.

Execute the following commands to create the database, replacing <user> and <password> with the chosen
username and password.

Important: The <user> must be named eg. apm@Iocalhost and not only apm if the database is located in
the same server as the Apache server. The format to use is 'apm'@'localhost' for <user>.

create database apm CHARACTER SET UTF8MB4 COLLATE utf8mb4_unicode_ci;
use apm;
create user <user> identified by '<password>';

Important: record this username/password combination for later use.

E® Administrator: C\Windows\system32\cmd.exe - mysql --host=localhost --user...

vsgl» create user apmBPlocalhost identified by ‘apmapm’ ;
Query 0K, @ rows affected <A.060 sec)

GRANT ALL ON apm.* to <user>;

The database schema will be populated as part of the application installation.



Restart the web server

After all the configurations are done restart the server.

Initializing the database schema

To initialize the ComplianceNow database schema, open a command prompt in the folder where the
application files have been unpacked and where you can find the file “cli_db_install.php”. In this instance
the file is placed in “D:\ComplianceNow\CNSuite”, then type the following:

D:\ComplianceNow\PHP\php.exe -c D:\ComplianceNow\Config\php.ini cli_db_install.php --action
UPDATE --account <DB_SCHEMA_NAME>

Important: Inspect the update log file “CN_DB_Schema_Update_apm_*.log” in the “BG-logs” folder to
ensure that it does not contain any errors. If any errors are found, please send the log file to
ComplianceNow support team for analysis.



Schedule background mail and log cleanup job
In order to enable the CNSuite to send e-mail notifications, you must also schedule the notification script to

run at suitable intervals, e.g. every 1 hour. This can be accomplished using any scheduler e.g. Windows Task
Scheduler.

The task will execute the script “CN_Scheduler.cmd”, which performs various log cleanup and mail tasks on
the server.

@TaskScheduler
File Action View Help
o= 2@ HE

(D Task Scheduler (Local)
(@ Task Scheduler Library

Name Status Triggers

(B Amazon Ec2 .. Disabled At system startup

[&] CN Scheduler Ready At 10:00 AM every day - After triggered, repeat every 15 minutes for a duration of 1 day.

<

General Triggers Actions  Conditions Settings History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change these actions,
open the task property pages using the Properties command.

Action Details
Start a program DA\ComplianceNow\Config\CN_Scheduler.cmd




Test the web server
Using the web browser on the web server, access the URL http://localhost/. If everything is working, you
should see a page similar to the following:

- Connection Test X + — O X

&« c @ © @ localhost Q e w I @ ® 5% =
ComplianceNow Suite
[Version 5.2.2 (7106)
|Web username |apm
|Database status |ok
|Schema version 300 (2019-11-15 12:58:55) - up to date
|Licensed to |C0mplianceNow Test
|APM license  [Expires 2019-12-31
[UM license [Expires 2019-12-31
[SoD license [Expires 2019-12-31
[IC license [Expires 2019-12-31
[Request time (ms) [207.022
[Server local time [2019-11-15 13:09:13
los [Windows NT, 10.0, build 17763 (Windows Server 2016), AMD64
[HTTP |Apache/2.4.41 (Win64) PHP/7.3.11
[PHP [7.3.11
MySQL 8.0.18
lonCube [10.3
ioncube A | v | Highlight Al Match Case Whole Words 1 of 7 matches Reached end of page, continued from toul\ X

The next step is to ensure the SAP systems can logon to the web server.



Operational Notes

Backup
It is important to ensure that frequent consistent backups of the MySQL database are maintained. We
recommend taking a daily backup using e.g. the mysqldump utility or any other tool at your disposal.

https://dev.mysqgl.com/doc/refman/8.0/en/mysgldump.html

An example could be the following command where the database is running on localhost and user ‘root’ is
used to logon. The actual schema name must replace ‘DB_SCHEMA_NAME’ and the path and name of the dump
file can be changed to reflect your own requirements.

D:\ComplianceNow\MySQL\bin\mysqldump.exe -h localhost -u root -p --databases DB_SCHEMA_NAME
> D:\dbdump\cnsuite_yyyymmdd.sql

Log files
Apache and PHP log files can get extremely large. It is important to archive or delete these log files
periodically to ensure the best possible application performance.

Apache log files are rotated on a daily basis, whereas the php_errors log file must be handled manually


http://www.compliancenow.eu/en/software-download

Upgrading components

Whenever the server components are being upgraded, it is important to deactivate the apache service.
That will disable users to use the application while single components are being upgraded/changed. After
completing an upgrade make sure to activate the service again.

In case the database is upgraded, it will be necessary to deactivate the database service in the same way.

For example purposes it is assumed the services are named as above in this document.

Upgrading the Apache server
First you need to delete the apache service that has been created on the server. This is described in the
section “Uninstall Apache service” above in this document.

Delete the folder “D:\ComplianceNow\Apache24\”. Unpack the new apache files in the folder
“D:\ComplianceNow\” to create a new “Apache24” folder and make sure that the structure is the same as
before.

CN (D) » ComplianceNow * Apache24 »

~ Name

bin

cgi-bin

conf

error

htdocs

icons

include

lib

logs

manual

modules
L& ABOUT APACHE.txt
i CHANGES.txt
& INSTALL bt
& UCENSEna
[ NOTICE.txt
| OPENSSL-MEWS.txt
| OPENSSL-README.ixt
-/ README.txt

E E E

E

Copy the file from
© D:\ComplianceNow\PHP\libssh2.d1ll
To the location
@ D:\ComplianceNow\Apache24\bin\libssh2.d1l1l

Now you need to create the apache service again. This is described in the section “Install Apache service”
above in this document.



Upgrading PHP
The first step is to make a backup of the loader extension file(s). Make a copy of one or both of these files,
depending on which are available in your PHP extension folder:

@ D:\ComplianceNow\PHP\ext\ioncube_loader_win_7.3.d1ll
@ D:\ComplianceNow\PHP\ext\ixed.7.3ts.win

Rename, delete or empty the folder “D:\ComplianceNow\PHP\”. This folder is going to be replaced by the
new PHP language files, so if the folder is renamed or deleted then you must create a new empty folder
named “D:\ComplianceNow\PHP\".

Download the new PHP language files from https://www.php.net/. The files need to be unpacked to the
folder “D:\ComplianceNow\PHP\”".

Move or copy the extension files that were backed up into the new extension folder
“D:\ComplianceNow\PHP\ext\".

Copy the file from
© D:\ComplianceNow\PHP\libssh2.dll
To the location

@ D:\ComplianceNow\Apache24\bin\libssh2.d1l1l


https://dev.mysql.com/downloads/mysql/

Upgrading the MySQL database
Upgrading the database requires a few, but important steps. The most important step is to take a backup of
the schema/database before beginning the upgrade process. This is described in “Operational Notes”

above.

The official documentation for the upgrade process to the latest version of MySQL 8.0.x can be accessed via

the following link:

https://dev.mysql.com/doc/refman/8.0/en/windows-upgrading.html#windows-upgrading-zip-distribution

Q
Q
Q
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Take a backup of the database/schema
Stop the MySQL service
Find the Database location in the my.ini file, which is located in the folder
“D:\ComplianceNow\Config\”
Make sure the database location is moved outside the MySQL folder, e.g. to a folder named
“D:\ComplianceNow\DB\”

o Update the my.ini config file with the correct location of the database/schema files
Delete the folder “D:\ComplianceNow\MySQL\”
Download the MySQL zip archive to install a new version of MySQL

o https://dev.mysal.com/downloads/mysql/
Unpack the contents of the zip file to “D:\ComplianceNow\” which will create a folder containing

the MySQL database files called something like “D:\ComplianceNow\mysql-8.0.*-win64\”.
o Rename the folder to “D:\ComplianceNow\MySQL\”

Initialize the database as described in the section “Initialize MySQL database”

Start the MySQL service

The upgrade of MySQL is now done, but now the last important part is to import the backup taken earlier in
this process. This is actually a 2-step process where first the backup is imported, and then the MySQL user
used in the CN applications needs to be recreated.

9

Import the database schema

Execute the command from the folder “D:\ComplianceNow\MySQL\bin” in the Command Prompt.
You will be asked for the root user password when the script is executed. Replace the sql file with
the actual path and filename of the database schema backup file.

mysql -u root -p < db_back file.sql

Create the database user with the exact same credentials as in the old database. First logon to the
database with the root user.

CREATE USER '<username>'@'localhost' IDENTIFIED BY ‘<password>';

Assign schema rights to the user

GRANT ALL ON <db_schema_name>.* to '<username>'@'localhost’;

Important: replace <username>, <password> and <db_schema_name> with the correct values.


https://dev.mysql.com/doc/refman/8.0/en/windows-upgrading.html#windows-upgrading-zip-distribution
https://dev.mysql.com/downloads/mysql/

Upgrading Microsoft JDK
The JDK is placed in the folder “MSJava”. The task of upgrading the MSJava files is
simple and requires the folder to be replaced by a folder containing the new JDK.

First download the required version of the JDK from as a zip file:

https://docs.microsoft.com/en-us/java/openjdk/download

Extract the contents of the zip file to the D:\ComplianceNow\ folder. This should
create a new folder with the entire JDK within eg. “jdk-17.0.3+7".

Rename the old folder “MSJava” to something else, to indicate an older version. This
folder can be deleted once the upgrade is complete.

Rename the new folder “jdk-17.0.3+7” to “MSJava” in order to preserve the
configuration. The important thing is that the reference in the configuration file
“apm.ini” is correctly referencing the Java folder and pointing to the Java executable
file.

11 ; path to the Microsoft Java executable

v o7 CNData (D:)

v ComplianceNow
Apache24
CNSuite

v Config
Certificates
DB
v Logs
Apache-logs
BG-logs
DB-logs
PHP-logs
Reports
MysSQL
PHP

Resources

42 resources.java.executable = 'D:\ComplianceNow\MSJawva\bin\java.exe'



https://docs.microsoft.com/en-us/java/openjdk/download

